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[bookmark: _Toc357421243][bookmark: _Toc524504722]Background of policy

[bookmark: _Toc425943556][bookmark: _Toc436374218][bookmark: _Toc437244315][bookmark: _Toc506546680][bookmark: _Toc524438912][bookmark: _Toc524504723]Introduction 

[bookmark: _Toc295136273][bookmark: _Toc380655436][bookmark: _Toc389809497][bookmark: _Toc425943557][bookmark: _Toc436374219][bookmark: _Toc437244316][bookmark: _Toc506546681][bookmark: _Toc524438913][bookmark: _Toc524504724][bookmark: _Toc357421247]In this dynamic world institutions are subject to disruptions that tend to hamper service delivery. Such disruptions contain high and low risks that impact the institution’s day-to–day operations. These risks also apply to the [Department]) that is mandated to deliver services to the targeted population without any operational disturbance, even when a disaster has occurred.
 
[bookmark: _Toc425943559][bookmark: _Toc436374220][bookmark: _Toc437244317][bookmark: _Toc506546682][bookmark: _Toc524438914][bookmark: _Toc524504725]Purpose  

[bookmark: _Toc295136274][bookmark: _Toc380655437][bookmark: _Toc389809498][bookmark: _Toc425943560][bookmark: _Toc436374221][bookmark: _Toc437244318][bookmark: _Toc506546683][bookmark: _Toc524438915][bookmark: _Toc524504726]This [Department] policy on Business Continuity Management (BCM) attempts to help identify potential threats within the organisation and the impact that those threats might have on business operations, therefore, providing a framework that will build organisational resilience and establish an effective response that preserves the value given by the organisation. 
[bookmark: _Toc524504727]Policy environment

[bookmark: _Toc357421249][bookmark: _Toc295136277][bookmark: _Toc298327987]2.1	The [Department] operates within the landscape of ??? within government administration. 

2.2	The [Department]’s operational duties are performed from the Head Office in [City] and from the regional and satellite offices.
[bookmark: _Toc524504728][bookmark: P60_2214]Policy 

[bookmark: _Toc425943569][bookmark: _Toc436374230][bookmark: _Toc437244327][bookmark: _Toc506546692][bookmark: _Toc524438918][bookmark: _Toc524504729]Aim 

[bookmark: P66_2626][bookmark: P90_3789][bookmark: _Toc295136281][bookmark: _Toc380655446][bookmark: _Toc389809507][bookmark: _Toc425943570][bookmark: _Toc436374231][bookmark: _Toc437244328][bookmark: _Toc506546693][bookmark: _Toc284491058][bookmark: _Toc357421259]3.1	The aim of this policy is to establish principles and responsibilities for the BCM programme within the [Department]. It seeks to steer a good practice oriented BCM programme in order to increase the institution’s readiness against disasters that may threaten delivery of services. The policy also attempts to drive the institution towards foreseeing and mitigating threats or risks that may hamper critical activities of the business after the commencement of a disaster. 

[bookmark: _Toc295136282][bookmark: _Toc380655447][bookmark: _Toc389809508][bookmark: _Toc425943571][bookmark: _Toc436374232][bookmark: _Toc437244329][bookmark: _Toc506546694][bookmark: _Toc524438919][bookmark: _Toc524504730]The objectives of this policy are to: 
[bookmark: _Toc389809509][bookmark: _Toc425943572][bookmark: _Toc436374233]
[bookmark: _Toc437244330][bookmark: _Toc506546695][bookmark: _Toc524438920][bookmark: _Toc524504731]identify the main threats in the organisation and possible threats to business processes;

[bookmark: _Toc389809510][bookmark: _Toc425943573][bookmark: _Toc436374234][bookmark: _Toc437244331][bookmark: _Toc506546696][bookmark: _Toc524438921][bookmark: _Toc524504732]determine response tactics to losses that the business might incur due to a disaster;

[bookmark: _Toc389809511][bookmark: _Toc425943574][bookmark: _Toc436374235][bookmark: _Toc437244332][bookmark: _Toc506546697][bookmark: _Toc524438922][bookmark: _Toc524504733]establish business unit plans that ensure the continuity of business;

[bookmark: _Toc295136284][bookmark: _Toc380655449][bookmark: _Toc389809512][bookmark: _Toc425943575][bookmark: _Toc436374236][bookmark: _Toc437244333][bookmark: _Toc506546698][bookmark: _Toc524438923][bookmark: _Toc524504734]drive all BCM activities to follow good practices in order to attain a full programme lifecycle;

[bookmark: _Toc295136285][bookmark: _Toc380655450][bookmark: _Toc389809513][bookmark: _Toc425943576][bookmark: _Toc436374237][bookmark: _Toc437244334][bookmark: _Toc506546699][bookmark: _Toc524438924][bookmark: _Toc524504735]outline tools to be used throughout the BCM programme lifecycle; and

[bookmark: _Toc295136286][bookmark: _Toc380655451][bookmark: _Toc389809514][bookmark: _Toc425943577][bookmark: _Toc436374238][bookmark: _Toc437244335][bookmark: _Toc506546700][bookmark: _Toc524438925][bookmark: _Toc524504736]outline responsibilities of tactical committees and enhance BCM awareness within the entire the [Department].
[bookmark: _Toc357421255][bookmark: _Toc378254090][bookmark: _Toc489858754][bookmark: _Toc524504737]Policy informing process and legislative framework

[bookmark: _Toc425943579][bookmark: _Toc506546702]4.1	Constitution of the Republic of South Africa Act (No. 108 of 1996)
[bookmark: _GoBack]
4.2	ISO 22301

4.3	BCM Good Practice guide 2018

4.4	Occupational Health and Safety Act as amended by Occupational Health and Safety Amendment Act (No. 181 of 1993)

4.5	Batho Pele Principles

4.6	King IV codes of Corporate Governance

4.7	 The Public Finance Management (Act No. 29 of 1999) as amended

4.8	  National Archives and Record Service of South Africa act of 1996

[bookmark: _Toc377562981][bookmark: _Toc524504738]Implementation overview

[bookmark: _Toc389809516][bookmark: _Toc425943581][bookmark: _Toc436374242][bookmark: _Toc437244339][bookmark: _Toc506546705][bookmark: _Toc524438928][bookmark: _Toc524504739]Business Continuity Awareness:

[bookmark: _Toc425943582][bookmark: _Toc436374243][bookmark: _Toc437244340][bookmark: _Toc506546706][bookmark: _Toc524438929][bookmark: _Toc524504740]Training and Development of officials on Business Continuity Management and its operation will be offered as per the Human Resource training policy.

[bookmark: _Toc425943583][bookmark: _Toc436374244][bookmark: _Toc437244341][bookmark: _Toc506546707][bookmark: _Toc524438930][bookmark: _Toc524504741]The employer shall endeavour to make the employees aware of BCM so that they may familiarise themselves with structures of Business Continuity, including emergency BC contact number.

[bookmark: _Toc425943584][bookmark: _Toc436374245][bookmark: _Toc437244342][bookmark: _Toc506546708][bookmark: _Toc524438931][bookmark: _Toc524504742]The organisation shall affiliate with relevant stakeholders of Business Continuity within the Republic of South Africa and within the Public sector.

[bookmark: _Toc425943585][bookmark: _Toc436374246][bookmark: _Toc437244343][bookmark: _Toc506546709][bookmark: _Toc524438932][bookmark: _Toc524504743]BCM shall communicate regularly with employees about Business Continuity, its meaning and Business Continuity scenarios intended for the institution.

[bookmark: _Toc506546710][bookmark: _Toc524438933][bookmark: _Toc524504744]A Business Continuity budget shall reside with the Strategy office.

[bookmark: _Toc506546711][bookmark: _Toc524438934][bookmark: _Toc524504745]A Disaster Recovery budget shall reside with the ICT office

[bookmark: _Toc506546712][bookmark: _Toc524438935][bookmark: _Toc524504746]The BC Risk management Budget shall reside with the Risk Management Office.







[bookmark: _Toc389809517][bookmark: _Toc425943586][bookmark: _Toc436374247][bookmark: _Toc437244344][bookmark: _Toc506546713][bookmark: _Toc524438936][bookmark: _Toc524504747]Programme Management:

[bookmark: _Toc425943587][bookmark: _Toc436374248][bookmark: _Toc437244345][bookmark: _Toc506546714][bookmark: _Toc524438937][bookmark: _Toc524504748]     BC Sub-committees that are to cascade BC to operational levels shall be established from the BC Committee and other committees that should be established to ensure the effective implementation of BCM within the [Department].

[bookmark: _Toc425943588][bookmark: _Toc436374249][bookmark: _Toc524438938][bookmark: _Toc524504749][bookmark: _Toc437244346][bookmark: _Toc506546715]    The committee members shall be nominated by the Accounting Officer through appointment letters signed by both the nominated member and the DG. 

[bookmark: _Toc437244347][bookmark: _Toc506546716][bookmark: _Toc524438939][bookmark: _Toc524504750]     Recognised DBC unions shall be represented in the BC Committee.

[bookmark: _Toc425943589][bookmark: _Toc436374250][bookmark: _Toc437244348][bookmark: _Toc506546717][bookmark: _Toc524438940][bookmark: _Toc524504751]    	The activities of the established committees shall be regulated though a TOR drafted by the members with the assistance of the relevant experts.

[bookmark: _Toc389809518][bookmark: _Toc425943590][bookmark: _Toc436374251][bookmark: _Toc437244349][bookmark: _Toc506546718][bookmark: _Toc524438941][bookmark: _Toc524504752]BCM Strategy:

[bookmark: _Toc425943591][bookmark: _Toc436374252][bookmark: _Toc437244350][bookmark: _Toc506546719][bookmark: _Toc524438942][bookmark: _Toc524504753]A BCM strategy shall be determined for the organisation and relevant stakeholders will be identified for its execution.

[bookmark: _Toc425943592][bookmark: _Toc436374253][bookmark: _Toc437244351][bookmark: _Toc506546720][bookmark: _Toc524438943][bookmark: _Toc524504754]The BCM strategy shall be cascaded down to the operational level, and each business unit must support the strategy by drafting a BC Plan.

[bookmark: _Toc425943593][bookmark: _Toc436374254][bookmark: _Toc437244352][bookmark: _Toc506546721][bookmark: _Toc524438944][bookmark: _Toc524504755]The BC Committee and its different sub-committees and the chief co-ordinator shall ensure synergy between the different structures to coordinate BCM in the organisation.

[bookmark: _Toc506546722][bookmark: _Toc524438945][bookmark: _Toc524504756]The BC Strategy Implementation Metrics shall be used to measure the success of the BC programme.

[bookmark: _Toc389809519][bookmark: _Toc425943594][bookmark: _Toc436374255][bookmark: _Toc437244353][bookmark: _Toc506546723][bookmark: _Toc524438946][bookmark: _Toc524504757]The BCM Implementation

[bookmark: _Toc506546724][bookmark: _Toc524438947][bookmark: _Toc524504758][bookmark: _Toc425943595][bookmark: _Toc436374256][bookmark: _Toc437244354]BCM shall be conducted in accordance with the BCM framework.

[bookmark: _Toc506546725][bookmark: _Toc524438948][bookmark: _Toc524504759]BCM Awareness campaigns shall be carried out twice per annum, including the regional offices.

[bookmark: _Toc506546726][bookmark: _Toc524438949][bookmark: _Toc524504760]BCM in the organisation shall conduct regular tests as and when required or planned by the BC Committee.

[bookmark: _Toc425943596][bookmark: _Toc436374257][bookmark: _Toc437244355][bookmark: _Toc506546727][bookmark: _Toc524438950][bookmark: _Toc524504761]The Disaster Recovery site shall be prepared by the Disaster Recovery Committee during tests before the [Department] official can occupy the site.

[bookmark: _Toc425943597][bookmark: _Toc436374258][bookmark: _Toc437244356][bookmark: _Toc506546728][bookmark: _Toc524438951][bookmark: _Toc524504762]Transport to the disaster recovery site shall be made available for all relevant employees.
 
[bookmark: _Toc425943598][bookmark: _Toc436374259][bookmark: _Toc437244357][bookmark: _Toc506546729][bookmark: _Toc524438952][bookmark: _Toc524504763]BC tests conducted shall not disrupt the normal day-to-day operations of the [Department].
 
[bookmark: _Toc425943599][bookmark: _Toc436374260][bookmark: _Toc437244358][bookmark: _Toc506546730][bookmark: _Toc524438953][bookmark: _Toc524504764]Business Units shall review their BC plans on a regular basis or as required by the [Department] management.

[bookmark: _Toc425943600][bookmark: _Toc436374261][bookmark: _Toc437244359][bookmark: _Toc506546731][bookmark: _Toc524438954][bookmark: _Toc524504765]BC test results shall be monitored, evaluated and the impact recorded and reported to the BC committee and the DG.

[bookmark: _Toc425943601][bookmark: _Toc436374262][bookmark: _Toc437244360][bookmark: _Toc506546732][bookmark: _Toc524438955][bookmark: _Toc524504766]BC exercise planning shall be prepared and finalised a week in advance.

[bookmark: _Toc425943602][bookmark: _Toc436374263][bookmark: _Toc437244361][bookmark: _Toc506546733][bookmark: _Toc524438956][bookmark: _Toc524504767]Employees shall be made aware of assembly points prior to BC tests in order to avoid confusion, should a disaster occur.

[bookmark: _Toc506546734][bookmark: _Toc524438957][bookmark: _Toc524504768]Post exercise audits, shall be carried out by the internal audit unit.

[bookmark: _Toc389809520][bookmark: _Toc425943603][bookmark: _Toc436374264][bookmark: _Toc437244362][bookmark: _Toc506546735][bookmark: _Toc524438958][bookmark: _Toc524504769]Reporting

[bookmark: _Toc425943604][bookmark: _Toc436374265][bookmark: _Toc437244363][bookmark: _Toc506546736][bookmark: _Toc524438959][bookmark: _Toc524504770]The BC committee shall agree on reporting intervals for all BCM activities with the relevant committees and the Recovery Coordinator.

[bookmark: _Toc425943605][bookmark: _Toc436374266][bookmark: _Toc437244364][bookmark: _Toc506546737][bookmark: _Toc524438960][bookmark: _Toc524504771]The Recovery Coordinator shall report to the BC committee as per the agreed time frame.

[bookmark: _Toc425943606][bookmark: _Toc436374267][bookmark: _Toc437244365][bookmark: _Toc506546738][bookmark: _Toc524438961][bookmark: _Toc524504772]The BC committee shall report on a quarterly basis to the Risk Committee and the DG.

5.6	The [Department] shall outsource and insource IT activities to service providers and other short-term activities to qualified contractors.  

5.7	The Disaster recovery site shall be outsourced to Business Continuity SA to mitigate foreseeable cases of disruptions. 

5.8	BCM in the [Department] shall be structured from the strategic level of the business through the BCC to carry out the activities on behalf EXCO, and then it cascades to the tactical level through coordination and support from three committees, namely: SHERQ, the Business Recovery Committee and the Disaster Recovery Committee. 

5.8	At an operational level the latter committees shall consist of teams and/or groups that implement the activities of BCM in the [Department].   

5.10	This is the environmental basis from which the entire BCM scope shall consider, ponder and subvert disaster strikes that can hamper the functions of the [Department].
[bookmark: _Toc524504773]Limitations and conditions

[bookmark: _Toc506546740]6.1	The Business Continuity Management Policy applies to all [Department] employees without exception including, permanent and contract employees, and is also applicable to suppliers and vendors.

[bookmark: _Toc506546741]6.2	Non adherence to the Business Continuity Management Policy instructions shall amount to misconduct.







[bookmark: _Toc357421265][bookmark: _Toc524504774]Roles and responsibilities

[bookmark: _Toc295136301][bookmark: _Toc380655468][bookmark: _Toc389809524][bookmark: _Toc425943610][bookmark: _Toc436374271][bookmark: _Toc437244370][bookmark: _Toc506546743][bookmark: _Toc524438964][bookmark: _Toc524504775][bookmark: _Toc357421268]The BC Committee is responsible for:

[bookmark: _Toc437244371][bookmark: _Toc506546744][bookmark: _Toc524438965][bookmark: _Toc524504776][bookmark: _Toc380655469][bookmark: _Toc389809525][bookmark: _Toc425943611][bookmark: _Toc436374272]constituting the subcommittees, namely: SHERQ, Business Recovery, DR and Damage assessment;

[bookmark: _Toc437244372][bookmark: _Toc506546745][bookmark: _Toc524438966][bookmark: _Toc524504777]the authority to declare the state of emergency and disaster and to give relevant emergency instructions to all [Department] employees;

[bookmark: _Toc437244373][bookmark: _Toc506546746][bookmark: _Toc524438967][bookmark: _Toc524504778]implementing and maintaining the BCM policy and strategy;

[bookmark: _Toc295136302][bookmark: _Toc380655470][bookmark: _Toc389809526][bookmark: _Toc425943612][bookmark: _Toc436374273][bookmark: _Toc437244374][bookmark: _Toc506546747][bookmark: _Toc524438968][bookmark: _Toc524504779]maintaining a high level BCM coordination within the [Department];

[bookmark: _Toc295136303][bookmark: _Toc380655471][bookmark: _Toc389809527][bookmark: _Toc425943613][bookmark: _Toc436374274][bookmark: _Toc437244375][bookmark: _Toc506546748][bookmark: _Toc524438969][bookmark: _Toc524504780]storing all BC documents in a central location according to the National Archives standards;

[bookmark: _Toc295136304][bookmark: _Toc380655472][bookmark: _Toc389809528][bookmark: _Toc425943614][bookmark: _Toc436374275][bookmark: _Toc437244376][bookmark: _Toc506546749][bookmark: _Toc524438970][bookmark: _Toc524504781]participating in all BCM programme activities;

[bookmark: _Toc295136305][bookmark: _Toc380655473][bookmark: _Toc389809529][bookmark: _Toc425943615][bookmark: _Toc436374276][bookmark: _Toc437244377][bookmark: _Toc506546750][bookmark: _Toc524438971][bookmark: _Toc524504782]facilitating the BC programme management lifecycle and drafting documents through the Strategy and Policy unit;

[bookmark: _Toc380655474][bookmark: _Toc389809530][bookmark: _Toc425943616][bookmark: _Toc436374277][bookmark: _Toc437244378][bookmark: _Toc506546751][bookmark: _Toc524438972][bookmark: _Toc524504783]overseeing the activities of tactical level committees; and 

[bookmark: _Toc380655475][bookmark: _Toc389809531][bookmark: _Toc425943617][bookmark: _Toc436374278][bookmark: _Toc437244379][bookmark: _Toc506546752][bookmark: _Toc524438973][bookmark: _Toc524504784]providing the BIA and CRA for the [Department].

[bookmark: _Toc295136306][bookmark: _Toc380655476][bookmark: _Toc389809532][bookmark: _Toc425943618][bookmark: _Toc436374279][bookmark: _Toc437244380][bookmark: _Toc506546753][bookmark: _Toc524438974][bookmark: _Toc524504785]The Business Recovery Committee is responsible for:

[bookmark: _Toc295136307][bookmark: _Toc380655478][bookmark: _Toc389809533][bookmark: _Toc425943619][bookmark: _Toc436374280][bookmark: _Toc437244381][bookmark: _Toc506546754][bookmark: _Toc524438975][bookmark: _Toc524504786]highlighting all circumstances that may disturb the institutional operations;

[bookmark: _Toc295136308][bookmark: _Toc380655479][bookmark: _Toc389809534][bookmark: _Toc425943620][bookmark: _Toc436374281][bookmark: _Toc437244382][bookmark: _Toc506546755][bookmark: _Toc524438976][bookmark: _Toc524504787]manifesting resilience during any operational disruption;

[bookmark: _Toc295136309][bookmark: _Toc380655480][bookmark: _Toc389809535][bookmark: _Toc425943621][bookmark: _Toc436374282][bookmark: _Toc437244383][bookmark: _Toc506546756][bookmark: _Toc524438977][bookmark: _Toc524504788]participating in the entire BCM programme implementation; and

[bookmark: _Toc437244384][bookmark: _Toc506546757][bookmark: _Toc524438978][bookmark: _Toc524504789]conducting business recovery tests according to plans.

[bookmark: _Toc295136310][bookmark: _Toc380655481][bookmark: _Toc389809536][bookmark: _Toc425943622][bookmark: _Toc436374283][bookmark: _Toc437244385][bookmark: _Toc506546758][bookmark: _Toc524438979][bookmark: _Toc524504790]The SHERQ Committee is responsible for: 

[bookmark: _Toc437244386][bookmark: _Toc506546759][bookmark: _Toc524438980][bookmark: _Toc524504791][bookmark: _Toc295136311][bookmark: _Toc380655483][bookmark: _Toc389809537][bookmark: _Toc425943623][bookmark: _Toc436374284]facilitating evacuation, safety and wellness of employees;

[bookmark: _Toc437244387][bookmark: _Toc506546760][bookmark: _Toc524438981][bookmark: _Toc524504792]ensuring adherence to the OHS Act; 

[bookmark: _Toc437244388][bookmark: _Toc506546761][bookmark: _Toc524438982][bookmark: _Toc524504793]reporting to the BCC during a disaster;

[bookmark: _Toc295136312][bookmark: _Toc380655484][bookmark: _Toc389809538][bookmark: _Toc425943624][bookmark: _Toc436374285][bookmark: _Toc437244389][bookmark: _Toc506546762][bookmark: _Toc524438983][bookmark: _Toc524504794]reporting to the BCC in terms of evacuation plans and readiness;

[bookmark: _Toc295136313][bookmark: _Toc380655485][bookmark: _Toc389809539][bookmark: _Toc425943625][bookmark: _Toc436374286][bookmark: _Toc437244390][bookmark: _Toc506546763][bookmark: _Toc524438984][bookmark: _Toc524504795]implementing the BCM programme at operational levels of the institution;

[bookmark: _Toc295136314][bookmark: _Toc380655486][bookmark: _Toc389809540][bookmark: _Toc425943626][bookmark: _Toc436374287][bookmark: _Toc437244391][bookmark: _Toc506546764][bookmark: _Toc524438985][bookmark: _Toc524504796]identifying all physical threats that can hamper the institution’s facilities and security; and 

[bookmark: _Toc295136315][bookmark: _Toc380655487][bookmark: _Toc389809541][bookmark: _Toc425943627][bookmark: _Toc436374288][bookmark: _Toc437244392][bookmark: _Toc506546765][bookmark: _Toc524438986][bookmark: _Toc524504797]assisting the BC committee in creating staff awareness on the BCM programme.


 
[bookmark: _Toc295136316][bookmark: _Toc380655488][bookmark: _Toc389809542][bookmark: _Toc425943628][bookmark: _Toc436374289][bookmark: _Toc437244393][bookmark: _Toc506546766][bookmark: _Toc524438987][bookmark: _Toc524504798]The Disaster Recovery Committee is responsible for: 

[bookmark: _Toc437244394][bookmark: _Toc506546767][bookmark: _Toc524438988][bookmark: _Toc524504799][bookmark: _Toc295136317][bookmark: _Toc380655490][bookmark: _Toc389809543][bookmark: _Toc425943629][bookmark: _Toc436374290]reacting to business requests for technology and systems in times of incidents and emergencies;

[bookmark: _Toc437244395][bookmark: _Toc506546768][bookmark: _Toc524438989][bookmark: _Toc524504800]reporting to the BCC in times of a disaster;

[bookmark: _Toc295136318][bookmark: _Toc380655491][bookmark: _Toc389809544][bookmark: _Toc425943630][bookmark: _Toc436374291][bookmark: _Toc437244396][bookmark: _Toc506546769][bookmark: _Toc524438990][bookmark: _Toc524504801]reporting to the BCC in terms of DR plans and readiness;

[bookmark: _Toc295136319][bookmark: _Toc380655492][bookmark: _Toc389809545][bookmark: _Toc425943631][bookmark: _Toc436374292][bookmark: _Toc437244397][bookmark: _Toc506546770][bookmark: _Toc524438991][bookmark: _Toc524504802]maintaining ICT equipment that will assist the BCC in times of a disaster;

[bookmark: _Toc295136320][bookmark: _Toc380655493][bookmark: _Toc389809546][bookmark: _Toc425943632][bookmark: _Toc436374293][bookmark: _Toc437244398][bookmark: _Toc506546771][bookmark: _Toc524438992][bookmark: _Toc524504803]identifying and maintaining disaster recovery sites; and

[bookmark: _Toc295136321][bookmark: _Toc380655494][bookmark: _Toc389809547][bookmark: _Toc425943633][bookmark: _Toc436374294][bookmark: _Toc437244399][bookmark: _Toc506546772][bookmark: _Toc524438993][bookmark: _Toc524504804][bookmark: _Toc295136322]arranging a disaster recovery team.


[bookmark: _Toc380655495][bookmark: _Toc389809548][bookmark: _Toc425943634][bookmark: _Toc436374295][bookmark: _Toc437244400][bookmark: _Toc506546773][bookmark: _Toc524438994][bookmark: _Toc524504805]Supply Chain is responsible for: 

[bookmark: _Toc437244401][bookmark: _Toc506546774][bookmark: _Toc524438995][bookmark: _Toc524504806][bookmark: _Toc295136323][bookmark: _Toc380655497][bookmark: _Toc389809549][bookmark: _Toc425943635][bookmark: _Toc436374296]providing emergency supplies in the disaster or incident;

[bookmark: _Toc437244402][bookmark: _Toc506546775][bookmark: _Toc524438996][bookmark: _Toc524504807]mandating suppliers to have a BC plan in place;

[bookmark: _Toc295136324][bookmark: _Toc380655498][bookmark: _Toc389809550][bookmark: _Toc425943636][bookmark: _Toc436374297][bookmark: _Toc437244403][bookmark: _Toc506546776][bookmark: _Toc524438997][bookmark: _Toc524504808]providing the BC committee with updates regarding the [Department]’s outsourced activities; and

[bookmark: _Toc295136325][bookmark: _Toc380655499][bookmark: _Toc389809551][bookmark: _Toc425943637][bookmark: _Toc436374298][bookmark: _Toc437244404][bookmark: _Toc506546777][bookmark: _Toc524438998][bookmark: _Toc524504809]    	participating in the BCM programme.

[bookmark: _Toc295136326][bookmark: _Toc380655500][bookmark: _Toc389809552][bookmark: _Toc425943638][bookmark: _Toc436374299][bookmark: _Toc437244405][bookmark: _Toc506546778][bookmark: _Toc524438999][bookmark: _Toc524504810]The Legal Services division is responsible for:

[bookmark: _Toc437244406][bookmark: _Toc295136328][bookmark: _Toc380655503][bookmark: _Toc389809554][bookmark: _Toc425943640][bookmark: _Toc436374301][bookmark: _Toc506546779][bookmark: _Toc524439000][bookmark: _Toc524504811]providing legal opinions; and

[bookmark: _Toc295136329][bookmark: _Toc380655504][bookmark: _Toc389809555][bookmark: _Toc425943641][bookmark: _Toc436374302][bookmark: _Toc437244407][bookmark: _Toc506546780][bookmark: _Toc524439001][bookmark: _Toc524504812]participating in the BCM programme.

[bookmark: _Toc295136330][bookmark: _Toc380655505][bookmark: _Toc389809556][bookmark: _Toc425943642][bookmark: _Toc436374303][bookmark: _Toc437244408][bookmark: _Toc506546781][bookmark: _Toc524439002][bookmark: _Toc524504813]The Risk and Audit unit is responsible for:

[bookmark: _Toc295136331][bookmark: _Toc380655507][bookmark: _Toc389809557][bookmark: _Toc425943643][bookmark: _Toc436374304][bookmark: _Toc437244409][bookmark: _Toc506546782][bookmark: _Toc524439003][bookmark: _Toc524504814]reviewing all BC plans in all levels – strategic, tactical, and operational level; and

[bookmark: _Toc295136332][bookmark: _Toc380655508][bookmark: _Toc389809558][bookmark: _Toc425943644][bookmark: _Toc436374305][bookmark: _Toc437244410][bookmark: _Toc506546783][bookmark: _Toc524439004][bookmark: _Toc524504815]coordinating with all [Department] divisions and stakeholders in evaluating risks for BCM purposes.

[bookmark: _Toc295136333][bookmark: _Toc380655509][bookmark: _Toc389809559][bookmark: _Toc425943645][bookmark: _Toc436374306][bookmark: _Toc437244411][bookmark: _Toc506546784][bookmark: _Toc524439005][bookmark: _Toc524504816]The Communication unit is responsible for: 

[bookmark: _Toc437244412][bookmark: _Toc506546785][bookmark: _Toc524439006][bookmark: _Toc524504817][bookmark: _Toc295136334][bookmark: _Toc380655511][bookmark: _Toc389809560][bookmark: _Toc425943646][bookmark: _Toc436374307][Department] and Customer reputation management;

[bookmark: _Toc437244413][bookmark: _Toc506546786][bookmark: _Toc524439007][bookmark: _Toc524504818]drafting a communication strategy for BCM programme; and

[bookmark: _Toc295136335][bookmark: _Toc380655512][bookmark: _Toc389809561][bookmark: _Toc425943647][bookmark: _Toc436374308][bookmark: _Toc437244414][bookmark: _Toc506546787][bookmark: _Toc524439008][bookmark: _Toc524504819]communicating with management and staff on BCM issues during a declared disaster.






[bookmark: _Toc295136336][bookmark: _Toc380655513][bookmark: _Toc389809562][bookmark: _Toc425943648][bookmark: _Toc436374309][bookmark: _Toc437244415][bookmark: _Toc506546788][bookmark: _Toc524439009][bookmark: _Toc524504820]The Corporate Monitoring and Evaluation unit is responsible for:

[bookmark: _Toc295136337][bookmark: _Toc380655515][bookmark: _Toc389809563][bookmark: _Toc425943649][bookmark: _Toc436374310][bookmark: _Toc437244416][bookmark: _Toc506546789][bookmark: _Toc524439010][bookmark: _Toc524504821]monitoring Adherence to BC good practice guidelines;

[bookmark: _Toc437244417][bookmark: _Toc506546790][bookmark: _Toc524439011][bookmark: _Toc524504822]monitoring and reporting post incidents and tests; and

[bookmark: _Toc437244418][bookmark: _Toc295136338][bookmark: _Toc380655516][bookmark: _Toc389809564][bookmark: _Toc425943650][bookmark: _Toc436374311][bookmark: _Toc437244419][bookmark: _Toc506546791][bookmark: _Toc524439012][bookmark: _Toc524504823][bookmark: _Toc506546792]evaluating according to BC good practice guidelines.


[bookmark: _Toc524439013][bookmark: _Toc524504824]The Internal Audit unit is responsible for: 

[bookmark: _Toc506546793][bookmark: _Toc524439014][bookmark: _Toc524504825]post exercise audits.
[bookmark: _Toc524504826]Concluding comments

[bookmark: _Toc295136346][bookmark: _Toc380655521][bookmark: _Toc298328009][bookmark: _Toc389809566][bookmark: _Toc425943652][bookmark: _Toc436374313][bookmark: _Toc437244421][bookmark: _Toc506546795][bookmark: _Toc524439016][bookmark: _Toc524504827][bookmark: _Toc357421270]This policy is a directive and subject to change and verification. Employees of the [Department] must be made aware of this policy together with its associated procedures and processes. The policy shall be reviewed as and when required; or when a need to add / change arises on legislation or procedures.

[bookmark: _Toc524504828]Document Reference Library
	Document File Name
	Context and Relevance

	Business Continuity Management policy
	The Business Continuity Management Policy for [Department] seeks to outline and steer the institution’s disaster management capability - through promoting resilience, efficient recovery, and foreseeing high risks that can reduce the institution’s abilities to deliver services



[bookmark: _Toc357421271][bookmark: _Toc524504829]Business Areas impacted by this Policy
	Name of Business Unit / Area
	Context and Relevance

	All [Department] employees, contractors, clients, and all stakeholders
	Every juristic and natural person interacting with and within the institution for the purpose of providing services to clients



[bookmark: _Toc357421272][bookmark: _Toc524504830]Regulatory Framework
	Statute / Policy / Regulation
	Applicability

	Constitution of the Republic of South Africa Act No. 108 of 1996
	The supreme law of the land.

	Occupational Health and Safety Act as amended by Occupational Health and Safety Amendment Act (No. 181 of 1993)
	To provide for the health and safety of persons at work and for the health and safety of persons in connection with the use of plant and machinery; the protection of persons other than persons at work against hazards to health and safety arising out of or in connection with the activities of persons at work

	Batho Pele Principles
	Meaning ‘People First’, it highlights the importance of treating clients well in order to attain effective service delivery. 

	ISO 22301
	

	King VI codes of Corporate Governance
	Prescribe the importance of implementing Business Continuity in an institution to  enhance corporate performance

	PFMA (Public finance management) Act of 1999
	Framework for guiding public institutions’ financial accountability and integrity

	National Archives and Record Service of South Africa act of 1996
	Provides standards and systems for filing documents in South African Public institutions 

	Business Continuity Institute :Good Practice Guidelines 
	Provides management guidelines in order to ensure the implementation of good global BC guidelines. 



[bookmark: _Toc357421273][bookmark: _Toc524504831]Descriptions of Abbreviations and Concepts

	Abbreviations
	
Description

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	Concepts
	Description

	Activities
	All duties that belong to the business means of operations. 

	BCM Programme lifecycle
	The processes and systems of practicing Business Continuity in an institution

	Disruption
	A disturbance of any nature within [Department] that can critically hamper the delivery of services 

	Emergency
	A serious situation or occurrence that happens unexpectedly and demands immediate action

	Employee
	Any person, excluding an independent contractor, who works for another person or for the State and who receives, or is entitled to receive, any remuneration; and,
Any other person who in any manner assists in carrying on or conducting the business of an employer, and 'employed' and 'employment' have meanings corresponding to that of ‘employee'.

	Foreseeable threats
	Only threats that can be outlined by using BCM  good practice tools 

	Good Practice
	Mechanisms and tools for BC management provided by the Business Continuity Institute’ Good Practice Guidelines 

	Misconduct
	unacceptable or improper behaviour, especially by an employee or professional person

	Mission Critical Activities
	Operational duties of the institution which are indispensable in order to provide services to clients. e.g. Call Centre 

	Multi-Activity
	The integration of activities – transactions between [Department] and its stakeholders, clients, and contractors

	National Archives Standards
	Set of rules on the implementation of file numbering system

	Recognised DBC Unions
	Trade Union recognized by the DBC 

	Resilience

	The institutions ability to remain calm during an incident or disaster and still operate normally

	Stakeholders
	

	Tests
	Staged activities conducted to ensure that risk mitigating measures that are put in place are working and will work in an instance where the actual risk occurs.
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