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HOW TO USE ADOBE READER’S ELECTRONIC SIGNATURE TO DIGITALLY SIGN A DOCUMENT

1. How to create a PDF document

This manual will assist you to apply an Adobe Reader electronic signature to a document. The
signature can only be applied to a document that is in PDF format. Therefore, if the document
requiring your signature is not already in PDF format, it first needs to be converted to a PDF
document. | will show you two ways in which you can convert a Word (or Excel, or PowerPoint, etc.)
document to PDF.

1.1 Save as PDF

The first method is to use the “Save as” function in Word (or Excel, etc.).

Insert Design Layout References Mailings Revig

[ Calibri (Body) ~|11 -~ A" A Aa- A = -iz.%-. e3=
e I U-aex. X A-W-A-ESE=== 1=- D~
Clipboard ra Font a Paragraph
L g o1 ey e 20 o 3 4 g 0 5 0 v 5 o o F o o B

e Select “File” on the Menu bar.

Account

Feedback

Options

e Select “Save As” from the drop-down list.
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Save As

1‘ Desktop = eSignature Trainin
@ Recent B g d
Leave Application Peter Pumkin-Eater 17-19June2020
Word Document (*.docx) - Eé Save

- OneDrive - Western Cape Gover... More options...
Gavin.Miller@westerncape.gov.za

e 1. Determine the location for the document to be saved. 3
e 2. Choose a file name, or leave the default file name.

e 3. Click on the down arrow indicated.

t Desktop = eSignature Training
Leave Application Peter Pumkin-Eater 17-19June2020
Waord Document (*.docx) A

Word Document (*.doc)

Word Macro-Enabled Document (*.docm)
Word 97-2003 Document (*.doc)

Word Template (*.dob)

Word Macro-Enabled Template (*.dotm)
Word 97-2003 Template (*.dot)

PDF (*.pdf)

Rich Text Format (*.rif)
Plain Text (*.bdt)

Word XML Document (*2oml)

Word 2003 XML Document (*.xml)
Strict Open XML Document (*.docx)
OpenDocument Text (*.odt)

Works 6 - 9 Documnent (".wps)

e From the drop-down list choose “PDF”.

‘N Desktop = eSignature Training

Leave Application Peter Purnkin-Eater 17-19June2020

PDF (*.pdf) - k& save
Mare options...

e C(Click “Save”.

Your document is now saved as a PDF document.
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1.2 Print to PDF

The second method is to use the “Print to PDF” option. This method is useful when wanting to print
and send PDF documents that are password protected. After the document has been printed to PDF,
it will no longer have a password. Please be sure that this is the result you want. If you want to retain
the password, rather use the “Save As” function discussed above. This retains the password. There
are options to add a new password to a PDF document, but it is not covered in this manual.

Lea cation Peter Fum

Layout References Mailings

. I U ~abex, X WAL =EE=E=

. ~ Forr®at Painter g A = el 'Q
Clipboard T Font T Paragraph

L [ S I E 1 e e 2y 3 0 4 o 5 e g o & 0 o F o0 0 B

e From the Menu Bar, click on “File”.

Info

Leave Appl

Desktop = eSignat

»

Protect
Document ~

A

e From the drop-down list select “Print”.

Print

o] Copies: |1 .
Print

Printer

Xerox Global Print Driver... -

"% Ready

Printer Properties

e Inthe “Print” dialogue box. Click on the down-arrow in the printer selection box.
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Print

Printer
Xerox Global Print Driver... .
Ready

Brother HL-5350DN series =
Offline

Brother HL-5350DN series Printer
Offline

Fax
Ready

Microsoft Print to PDF
Ready

Microsoft XPS Document Writer
Ready

Account

Feedback

Options OneMNote for Windows 10

Ready

owit e o e

e From the printer drop-down list select “Microsoft Print to PDF”.

Printer

<a»  Microsoft Print to PDF
aF
Ready

Printer Properties

e Click “Print”.

e A “Save Print Output As” dialogue box will open

El Save Print Qutput As

« - 4 » ThisPC » Desktop » eSignature Training —

Organize « New folder
[ This PC ~ Name Date modified
[ Desktop =L 2020-05-07 DOTP e-Signatures Protocol v, 202
Documents . Bank test 202
"L Leave Application Peter Pumkin-Eater 15, 2020/06/12 0%:44

4 Downloads v

~ Hide Folders

File name: | Leave Application Peter Pumkin-Eater 17-1%)une2020 _ 2
Save as type: | PDF Document (*.pdf)

Type
Adobe Acrobat D...
Adobe Acrobat D...

Adobe Acrobat D...

*
[} Search eSignature Training 2
=~ @
Size ol
699 KB
323 KB
209 KB ~
w

e 1. Confirm the location to save the file. 3

e 2. Confirm/change the file name.
e 3. Click “Save”.

Your document is now saved as a PDF document.

Cancel
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2. How to create an Adobe Reader Electronic ID

7]

Acrobat
Reader DC

e Find the Acrobat reader icon on your desktop and open the application

“ Adobe Acrobat Reader DC

File View Window Help

Home Is

e Click “Edit” on the menu bar.

EI Paste Ctrl+V

Deselect All Shift+Ctrl+A

Take a Snapshot

Check Spelling *
Advanced Search Shift+Ctrl+F
Protection »
Accessibility *

Manage Tools

e Click on “Preferences” in the Edit dialogue box.
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Categories:
Digital Signatures

Commenting
Documents
Full Screen
General
Page Display

Creation & Appearance

» Contrel options for signature creation More.
» Set the appearance of signatures within a document

3D & Multimedia Verification
Accessibility
Email Accounts
Forms

Identity
Internet Identities & Trusted Certificates 2
JavaScript
Language
Measuring (2D)
Measuring (30)
Measuring (Geo) Document Timestamping

» Contrel how and when signatures are verified More...

» Create and manage identities for signing More.
» Manage credentials used to trust documents

Multimedia (legacy)
Multimedia Trust (legacy) » Configure timestamp server settings More...
Reading
Reviewing
Search
Security

Security (Enhanced)
Spelling

Tracker
Trust Manager
Units

e 1. Click on “Signatures”.
e 2. Click on the “More” button in the section titled “Identities & Trusted Certificates”.

[a Digital ID and Trusted Certificate Seijwa X
~ Digital IDs 1 Add D Usage Options « | . Certificate Details =% Export £ ¥ Refresh Remove ID
M ge Upl P | W
oaming |D Accounts TIare Issuer Storage Mechanism 2

. i Jack Beanstalk <Jack.Beanstalk... Jack Beanstalk <Jack.Beanstalk@...  Digital ID File
v Digital ID Files

Peter Pumnpkineater <Peater.P... Peter Pumpkineater <Peater.Pum... Digital ID File v
GavinMiller.pfx >
PeterPumkin-Eater.pfx
Peter Pumpkineater
JackBeanstalk.pfx DSD
2 PeterPumpkineater.pfx 2 Issued by: Peter Pumpldneater
JohnDoe.pfx DSD
Valid from: 2020/06/12 09:37:04 +02'00'
Windows Digital IDs Valid to: 2025/06/12 093704 +02'00
PKCS£11 Modules and Token: Intended usage: Digital Signature. Encrypt Document, Key Agreement

Trusted Certificates

e 1. Click on “Digital IDs”
e 2. Click onthe “Add ID” button
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Add Digital ID

Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital D! is sent to others so that they can verify your signature. Add or create a digital 1D using:

() My existing digital ID from:
A file

A roaming digital 1D accessed via a server

A device connected to this computer

(®) A new digital ID | want to create now

Cancel

< Back

1. Select the option “A new digital ID | want to create now”.
2. Click on the “Next” Button.

Where would you like to store your self-signed digital D7

® New PKC5#12 digital 1D file

Creates a new password protected digital ID file that uses the standard PKC5#12 format.
This commoen digital ID file format is supported by most security software applications,
including major web browsers. PKC5#12 files have a .pfx or .p12 file extension.

(O Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be available
to other Windows applications. The digital [D will be protected by your Windows login,

Cancel

1. Select the option “New PKCS#12 digital ID file”.
2. Click on the “Next” Button.

< Back

MNext =
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Add Digital ID

Cancel

MName (e.g. John Smith):
Organizational Unit:
Organization Name:

Email Address:
Country/Region:
Key Algerithm:

Use digital ID for:

Enter your identity information to be used when generating the self-signed certificate.

11

| 2

| 3

[ | a

US - UMITED STATES

2048-bit RSA

Digital Signatures and Data Encryption

< Back

e 1. Type your name, e.g. “Peter Pumpkineater”.

e 2. Type the name of your organizational Unit, e.g. “Table Mountain SDA”.
e 3. Type your organizations name, e.g. “DSD".

e 4. Type your email address, e.g. Peter.Pumpkineater@westerncape.gov.za.
e 5. From the drop-down menu, select “ZA — South Africa”.

Add Digital ID

Mame (e.g. John Smith):
Organizational Unit:
Organization Mame:

Email Address:
Country/Region:
Key Algorithm:

Use digital ID for:

Cancel

Enter your identity information to be used when generating the self-signed certificate.

|Peter Purmnpkineater

|Tab|e Mountain SDA

|DSD

|Peter.Pumpkineater@wsterncape.gcw.za
ZA - SOUTH AFRICA
2048-bit R5A

Digital Signatures and Data Encryption

< Back

e Once completed and the result is like the above, click the “Next” button.

10

Compiled by Gavin Miller, June 2020


mailto:Peter.Pumpkineater@westerncape.gov.za

HOW TO USE ADOBE READER’S ELECTRONIC SIGNATURE TO DIGITALLY SIGN A DOCUMENT

Add Digital ID

Enter a file location and password for your new digital ID file. You will need the passwerd when
you use the digital 1D to sign or decrypt documents. You should make a note of the file location
so that you can copy this file for backup or other purposes. You can later change options for this

file using the Security Settings dialog.

File Mame:

C\Users\| AppData‘\Roaming\Adobe\Acrobat' DC\Security' Pete

Password:

| —
I o

Confirm Password:

Cancel

Browse...

A good password will contain both
uppercase and lowercase letters,
numerals, special characters and
spaces

e Select and type in a password. E.g. “l ate 2 Pumpkins @ home”.

Add Digital ID

Enter a file location and password for your new digital 1D file. You will need the password when
you use the digital ID to sign or decrypt decuments. You should make a note of the file location
so that you can copy this file for backup or other purposes. You can later change options for this

file using the Security Settings dialog.

File Name:

C\Users\ AppData\Roaming\AdobelAcrobat\DC\Security\Pete

Password:

AR R AR AR

. —

Confirm Password:

e ]

Cancel

Browse...

Make sure that all four
rectangles turn green
and the word “Best”
appears. This will
indicate that you have a
strong password.

e 1. Confirm the password.
e 2. Click on the “Finish” button.

11
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X |

| i Dic T t
v Digital IDs E Add ID / Usage Options - l? Certificate Details f-;; Export e Refresh () Remove ID .
Reaming ID Accounts MName lssuer Expires
. . Peter Purnpkineater <Peter.Pumpk... Peter Pumpkineater <Peter.Purmp...  2025.06.18 09:43:37 Z
w Digital 1D Files
Peter Pumpkineater
DSD
Issued by: Peter Pumpkineater
PeterPumpkineater.pfx DSD
Valid from: 2020/06/18 11:43:37 +02'00'
Windows Digital IDs Valid to: 2025/06/18 11:43:37 +02'00'
PKCS£11 Modules and Taken: Intended usage: Digital Signature, Encrypt Document, Key Agreement
Trusted Certificates
e You now have a digital ID for Peter Pumpkineater.

12
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3. Howtoinsert a digital ID into a PDF document (e.g. digitally sign
it with your digital ID)

e Open the PDF document you wish to sign.
e For the purposes of this manual, | will use a leave form that requires more than one
signature. The same principles would apply to other documents.

=, APPLICATION FOR LEAVE OF ABSENCE - Adobe Acrobat Reader DC - X
File Edit View Window Help
Home Tools APPLICATION FOR ... X
0% = y
8 = R DO® = - g BEAT O
-
71 (ﬁ) Comment
APPLICATION FOR LEAVE OF ABSENCE d’ Fill & Sign
Surname: | Pumpkin-Eater Initials: [P |
PERSAL Number: 1 1 [8 [7 [0 [4 [7 [8 Shift worker | Yes |
Address during the Leave Period Casual Employee Yes @ More Tools
5 Butternut Street Department
Pumpkin Patch Social D
Garden Village Component
- Dil Research, Population & Ki g
Tel. No: 021-555-0055 Mobile: 0810810810 Management
SECTION A: For Periods covering full day
Type Of Leave Taken As Working Days Start Date End Date Number Of Working Days
Annual Leave 17 June 2020 19 June 2020 3
L Normal Sick Leave ' »

e Inthe “Tools” box click on “More Tools”. (Or click on the “Tools” menu if the Tools box is
not visible).

"1 APPLICATION FOR LEAVE OF ABSENCE - Adobe Acrobat Reader DC - o *
File Edit View Window Help

Home Tools 2020-05-07 DOTP ... APPLICATION FOR ...

Q|

4 als o ¢

Comment Fill & Sign Stamp Measure Certificates

Open | ~ Open | ~ Open | ~ Open | ~ Open | ~

e Click on “Certificates”.

= APPLICATION FOR LEAVE OF ABSENCE - Adobe Acrobat Reader DC - [m] pad
File Edit View Window Help

Home Tools 2020-05-07 DOTP ... APPLICATION FOR ... %
B E Q 1]/ A MO -
Certificates ~ éﬁ; Digitally Sign E Time Stamp *

8
0
AN

Z1 (a)
APPLICATION FOR LEAVE OF ABSENCE
Surname: | Pumpkin-Eater Initials: P
PERSAL Number: [1 11 s [7 [o [4 7 [s Shift worker Yes | [Ne [X
Address during the Leave Period Casual Employee Yes \ | No | X
5 Butternut Street Department
Pumpkin Patch Social Development
Garden Village Comp 1t
Directorate: Research, Population & Knowledge
Tel. No: 021-555-0055 Mobile: 0810810810 Management
SECTION A: For Periods covering full day
14 Type Of Leave Taken As Working Days Start Date End Date Number Of Working Days
Annual Leave 17 June 2020 19 June 2020 3
Normal Sick Leave '

Click on “Digitally Sign”.
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Acrobat Reader

Using your mouse, click and drag to draw the area where you would like the
signature to appear. Once you finish dragging out the desired area, you will be
taken to the next step of the signing process.

[ Do not show this message again

OK

e The message box above will appear. Click “OK” and click and drag to draw the area in which
you would like your signature to appear.

Specify Type of special Leave | | | |
Leave for Union Office Bearers (Provide Evidence) | [ | [

I hereby certify that | have acquainted myself of my available leave credits and with the rules governing the feav:
| am certifying that the information provided is correct. Any falsification of information in this regard may form
Furthermore, | fully understand that if | do not have sufficient leave credits from my previous or current leave

o .

applied for. Further,
or disciplinary action.
fo caver for my

EMPLOYEE SIGNATURE DATE
Recommendation By Supervisor/Manager (Mark With X)
Recommended | | Not Recommended | | Rescheduled

e Once you have dragged a box for your signature, a “Sign with a Digital ID” dialogue box will

appear.
Sign with a Digital ID X
Choose the Digital ID that you want to use for signing:
o John Doe (Digital ID file) View Details
— Issued by: John Doe, Expires: 2025.06.12
. Peter Pumkin-Eater (Digital ID file) View Details
i

— Issued by: Peter Pumkin-Eater, Expires: 2025.06.12

m

~ ?ﬁ Peter Pumpkineater (Digital ID file) View De
— Issued by: Peter Pumpkineater, Expires: 2025.06.18

@ ( Configure New Digital ID ) ( Cancel )

e Select the signature you wish to use and click on the “Continue” button.

14
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Sign as "Peter Pumpkineater” X

Appearance  Created 2020.06.10 13:07:28 +02... v ( Create ) ( Edit )

Peter Digitally signed by
Peter Pumpkineater

Pumpkineat .. 5020 06.22
er 08:26:53 +02'00

Review document content that may affect signi

Lock document after signing View Certif

Enter the Digital 1D PIN or Password... Back

e 1. Enter the password for your signature.
e 2. Click on the “Sign” button.

1
L Savefs X
&« A <« Windows (C:) » Users » > Desktop » Leave Applications v O Search Leave Applications el
Organize * Mew folder = o
E This PC " MName - Date modified Type Size
I Desktop MNg~ atch your search,
@ Documents 2 3
‘ Downloads
I File name: | Leave Application Peter Pumkineater 17-19June2020 I w
Save as type: | Adobe PDF Files (*.pdf) ~
 Hide Folders Cancel
e 1. Confirm or choose a new location to save your signed document.
e 2. Confirm or choose a new file name for your signed document.
e 3.Click on the “Save” button.
15
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1 am certifying that the information provided is correct. Any falsification of information in this regard may form ground for
= 1 tq.cy

application, my capped leave as at 30 June 2000 will be automatically utilised.

Digitally signed by Peter Pumpkineater

Peter Pumpkineater o, 20500692 054605 50000

Specify Type of special Leave | [ \ [ H M

Leave for Union Office Bearers (Provide Evidence) | | | H M

| hereby certify that | have acguainted myself of my available leave credits and with the rules governing the leave | have applj » Further,
4 ry action

EMPLUYEE SIGNATURE ORTE
R dation By Supervisor/Manager (Mark With X)
Recommended | | Not Recommended | | Rescheduled

REMARKS (If not recommended please state the reasons & the dates in the case of rescheduling):

e  Your document is now digitally signed.

16
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4.

Adding text comments to a document before you sign

e Open the PDF document you wish to sign after adding text comments.

Z1 (=)
APPLICATIOH FOR LEAVE OF ABEENCE
Burname: Infalc: [F
PERZAL Humber 1 J1 Je J7rJo JaJ7 & BTt worker [ rec [He T
Agdress during the Leaye Paniod Cacual | res | [He | X
£ Eufemut Sieet lﬂu
Pumpiin Faich %
Garden WVilage
S —— _ FP— [] ec Fecearch, Populabion & Knowiedge
BECTIOH A: For Perlcde o full
Typa OF Leave Taken Ac Weorking Daye St Do E-E-'l | Hurriber Of Wiorkdng Dot
Anruzal Leave A7 June 3120 ] 18 June 2020 [
Weormnal Sk Laawve ' |
Temporary Incapaofly Laave This appliication frm must nof be wsed fo apply i dempony icacechy isave.
Temporary NCapacty Leave must be applied i on the appiication form
prestrbed I v of the Management Policy mﬁmm\’mﬁo’m
and MHheath Retiremeny for Public Serdios employess. Please oorfact Personne!
Office for furifer information.
| Teawve Tor Crocupational INJures and Diceacs’ | |

ea

r|x|T|z|x|T
z|=|=|=|=|=

-ns.-nrm
Ay fatsficadion of Info

Mmmmm

il be aufomancaily wiised
Drigitally signed by
ter oo mo.

Diate: 2020.06.22 O&:

mmmnm have appded e, Furthey,
7 o o d.:vamarr

EIGNATURE OF HOD OR DEBIGNEE DATE
DATA CAPTURING

CAPTURED EY:. oo oeeeooeeoreee e mesreemece CAPTURED . oo oo ceeme e cerrerreees BAQNARIB. e

CHECKEDBY. ..o CHECKED OH-.. Signabum. o

'.'pplntnm I respect of Sick leave of three ormone days must be acoorpanied by 8 medical cerfiole issued by a regisiered
Fedical practtionsr.

? pppicaions for adopiion leaves must be accompanied by a declaration on Pow Fe enfbement will be wsed In B case whers
both spouses are In the empioy of the Public Sendoe.

In this example, you are the
Supervisor that must:

1) Recommend the
application for leave;

2) Addacommentin the
comment area; and

3) Sign as the Supervisor

[ 777 UCATION FOR LEAVE OF ABSErCE
fle Edt View Window Help

Adobe Actobat Reader OC

Home  Tools 0-05-0 x A ON FOR . X
8 & R DO - RREAT O Z
or —
APPLICATION FOR LEAVE OF ABSENCE
Surname: -Eater Initials: 1P
PERSAL 1 [1 |8 [7 [0 [4 [7 |8 Shift worker IYu[ [No [X
Address during Penod Casual es No [ X
5 Butternut Street | Department
Pumpkin Patch Social Development
Garden Village
Research, Population &
Tel. No: 021-555-0055 Mobde: 0810810810 Management
SECTION A: For Periods covering full day
Type Of Leave Taken As Working Days Start Date End Date | Number Of Worki:
Annual Leave | 17 June 2020 | 19 June 2020 13
Normal Sick Leave ' | | 1 )

e Click on “Comment” in the Tools box. (Or click on “Tools” and then click on “Comment”).
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"2 APPLICATION FOR LEAVE OF ABSENCE - Adobe Acrobat Reader DC
File Edit View Window Help

Home Tools APPLICATION FOR ... %

o B 0 1l S Y W R T LB © 7
Comment~ @.ﬂl?q{.T&T‘f&&'@:‘:@DOEﬁOOOE

‘ ja At least one signature requires validating. £ signature Panel

~

No Comment

71 (a)

APPLICATION FOR LEAVE OF ABSENCE

e The “Comment” menu bar will open.

=L APPLICATION FOR LEAVE OF AESENCE - Adobe Acrobat Resder DC
File Edt View Window Help

Home Tools APPLICATION FOR ... =
B &8 E Q AN KU I CNC) B T o7
Comment - QJTTT.T;\T. & & =200z 00C0CH

|&llllelﬂmsig|mmnquiruwlidlﬁng. £l Signature Panel |

No Comment

Z1(a)
APPLICATION FOR LEAVE OF ABSENCE

e Click on “Add Text Box”.

Recommendation By Supervisor/Manager (Mark With X)

Recommended ot Recommended | Rescheduled

REMARKS (If not recommended plea reasons & the dates in the case of rescheduling):

MANAGER'S/SUPERVISOR'S SIGNATURE __DATE

e Drag a Text Box over the area in which you want to add your comment.

— Recommendation By Supervisor/Manager (Mark With X)

Recommended IYes Not Recommended | Rescheduled

REMARKS (If not recommended plea: e reasons & the dates in the case of rescheduling):

MANAGER'S/SUPERVISOR'S SIGNATURE _DATE

e Type your comment in the Text Box.

Recommendation By Supervisor/Manager (Mark With X)

Recommended |Yes [Not Recommended | | Rescheduled
| S|

REMARKS (If not recommended please state the reasons & the dates in the case of rescheduling):

1The leave was telephonically approved on the morning of 17 June 2020 |

MANAGER'S/SUPERVISOR'S SIGNATURE __DATE

e Follow the same process to add additional comments.

18
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e You have now successfully added comments to your document and it is ready for your digital
signature as Supervisor.

q

8

File Edit WView Window Help

Home |Tools APPLICATIOMN FOR ... %

B & K AN BRUNCNC
Comment ~ @ ‘69 I — qT-" T,;;) T

e Click on the “Tools” menu.

"1 APPLICATION FOR LEAVE OF ABSENCE - Adobe Acrobat Reader DC
File Edit View Window Help

Home Tools APPLICATION FOR ...

Qi

Comment Fill & Sign Stamp Measure l Certificates

Open | = Open | = Open | = Open | = Open |~

e C(Click on “Certificates” and follow the same process as in section 3 above to apply your
Digital ID to the document.

Digitally'signed by Peter Pumpkineater

Peter Pumpkineater gy 20,006 22 og:46:05 0000

EMPLOYEE SIGNATURE DATE
— Recommendation By Supervisor/Manager (Mark With X)
Recommended |Yes [Not Recommended | | Rescheduled
L ——

REMARKS (If not recommended please state the reasons & the dates in the case of rescheduling):

{The leave was telephonically approved on the morning of 17 June 2020 ———

I =1 I, Dioitatty signed-by fack Beanstatk
J a C K Bea n Sta I K Date: 2020.06.22 11:54:25 +02'00'

MANAGER'S/SUPERVISOR'S SIGNATURE DATE
Approval By Head Of Department (Mark With X)
Approved With Full Pay | | Approved Without Pay \ | Not Approved

REMARKS (If approved with a change in condition of payment or not approved, please provide motivation):

e The document is now ready for the Manager’s approval and signature.

19
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5.  Locking the document with the final signature

Only follow these steps if you are the last person to sign the document. No changes or

[ )
additional digital signatures are possible after a document has been locked.

- Approval By Head Of Depa||1ment (Mark With X)

| o |
Approved With Full Pay | Y©S | Approved Without Pay | Not Approved

REMARKS (If approved with a chan ndition of payment or not approved, please provide motivation):

SIGNATURE OF HOD OR DESIGNEE DATE
e Add your comments as required.
-
File Edit WView Window Help
Home |Tools APPLICATION FOR ... %
B8 R Q o | R
Comment ~ @ _‘9 I T FIT-"

e Click on “Tools”.

"L APPLICATION FOR LEAVE OF ABSEMCE - Adobe Acrobat Reader DC
File Edit View Window Help

Home Tools APPLICATION FOR ...

Q|

74 ==

%

Comment Fill & Sign Stamp Measure Certificates
Open |~ Open |~ Open | = Open |~ Open |~
e C(Click on “Certificates”.
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roved With Full Pa;

"3 APPLICATION FOR LEAVE OF ABSENCE - Adobe Acrabat Reader DC - o X
File Edit View Window Help

Home Tools APPLICATION FOR ... x

7 o ==
B & X Q ok MO () T 9 &
Certificates ~ % Digitally Sign } Time Stamp g, Validate All Signatures X
& signed and all signatures are valid, but with unsigned changes after the last sig £ Signature Panel
val B rtment (Mark With X) ~

roved Without P.

Not Approved [

REMARKS (If approved with a change in condition of payment ol oved, please provide motivation):

SIGNATURE OF HOD OR DESIGNEE _

DATE

e C(Click on “Digitally Sign”.

Approval By Head Of Department (Mark With X)

1
Approved With Full Pay _|Yes | Approved Without Pay

[ Not Approved

REMARKS (If approved with a ge in ition of pay or not approved, please provide motivation):

SIGNATURE OF HOD OR DESIGNEE __

e Drag your mouse to draw over the area in which you want your signature to appear.

Sign with a Digital ID

Choose the Digital ID that you want to use for signing:

F_ﬁ Jack Beanstalk (Digital 1D file)
R Issued by: Jack Beanstalk. Expires: 2025.06.12

View Details

o s Gavin Miller (Digital 1D file)
-
®  Issued by: Gavin Miller, Expires: 2025.06.10

[ N M S .

m

T =
@ Issued by: John Doe, Expires: 2025.06.12

@ ( Configure New Digital 1D ) ( Cancel ) —

e Choose your signature and click on the “Continue” button.
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Sign as "Gavin Miller" X

Appearance = Created 2020.06.10 13:07:28 +02... v ( Create ) ( Edit )

Gavi
Mill

# Lock document after signing

Digitally signed
by Gavin Miller
Date: 2020.06.22
12:24:58 +02'00'

Review document content that may affect ing

Enter the Digital ID PIN or Password...

1. Check the tick-box to “Lock the document after signing”.

[ ]
° 2. Enter your password.
e Click on the “Sign” button.
" Save As X
- <« Windows (C:) » Users » > Desktop » Leave Applications v O Search Leave Applications p=]
Organize * Mew folder == o
& This PC ~ Mame 1 Date modified Type Size
[ Desktop = Leave Application Peter Pu Adobe Acrobat D... 2452
E] Documents "L Leave Application Peter Pumkineat®r 17-... Adobe Acrobat D... 274 3
* Downloads y
IFiIe name: | Leave Application Peter Pumkineater 17-19June2020 comments & signed & approved v
Save as type: | Adobe PDF Files (*.pd?] v
A Hide Folders 2 Cancel
e 1. Confirm the location where the file should be saved.
e 2. Confirm the file name.
e 3. Click on the “Save” button.
22
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— Approval By Head Of Department (Mark With X)
Approved With Full Pay |Yes | Approved Without Pay | | Not Approved

REMARKS (If approved with a change in condition of payment or not approved, please provide motivation):

- Eiertateeiored b Gavir
Gavin Miller Date: 2020.06.22 12:42:04 +02'00°

SIGNATURE OF HOD OR DESIGNEE __ DATE

e The document is now digitally signed and locked.
e No additional comments or signatures can be added.
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5. How to Validate an Electronic Signature in a PDF Document

o When you receive an electronically signed PDF document, you first must “Validate” the
signature to ensure that the signature can be trusted. When opening a signed PDF document
Adobe will indicate in the top left-hand corner of the document whether the signature is

from a trusted source or not.

" APPLICATIOM FOR LEAVE OF ABSENCE - Adobe Acrobat 1 C

File Edit View Window Help

| Home Tools 2020-05-07 DOTP ...

8 =2 Q A D O@® =w - B

é At least one signature has problems., a Signature Panel

.

e 1.Inthe example above, “At least one signature has a problem”.
e 2. Click on “Signature Panel” on the right to open the Signature Panel.

B X Q 171 A M O® =

é At least one signature has problems,

ke X

Signatures

@ EI" APPI
Surname: | Pumpkin-Eater
PERSALMNumber: [ 1 |1 |8 [7 ||
. Address during the Leave Period
Ejé > Rev. 1: Signed by Peter 5 Buttemut Strest
Pumpkin Patch

e Click on the arrow indicated.

! At least one signature has problems. -
X

@ Signatures

@ [:=]+ Validate Al

é:» s & Rev. 1: Signed by Peter Py kineater <Peater.P ki ncape.gov.za

Signature validity is unknown:
This revision of the document has not been altered
There have been subsequent changes to the document

Signer's identity is unknown because it has not been included in your list of trusted certificates and none of its parent certificates are trusted certificates

Signing time is from the clock on the signer's computer.
> Signature Details
Last Checked: 2020.06.30 14:15:44 +02'00'
Field: SignatureZ on page 1

Click to view this version

> Annotations Created

e The signature properties will open.
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é At least one signature has problems.

(&
@

[74

! At least one signature has problems.

Signatures X

E|. Validate All

« & Rew.1:Signed by Peter Pumpkineater <Peater.P

Signature validity is unknown:
This revision of the document has not been altered -
There have been subsequent changes to the documen)

Signer's identity is unknown because it has not been iff

Signing time is from the clock on the signer's computdr,

» Signature Details 4
Last Checked: 2020.06.30 14:15:44 +02'00¢
Field: Signature2 on page 1

Click to view this version

If some of the text is obscured, drag the column border to the right

(&
@

&

Signatures *

El- Validate All

« &, Rev.1:Signed by Peter F ineater <Peater.F ineater@westerncape.gov.zas

Signature validity is unknown:
This revision of the document has not been altered

There have been subsequent changes to the document

E—

Signer's identity is unknown because it has not been included in your list of trusted certificates and none of its parent certificates are trusted certificates

Signing time ic from the clock an the cignere computer,
» Signature Details q

FIAr

You must ensure that the signature is from a trusted source. Manual verification is required.
If you trust the signature, proceed to the next step, validating the signature.

If you do not recognise the signature as authentic, you may have to contact the person to
verify that they sent the document.

A signature will also present with a “problem” if the sender of the document used a
different computer than the original signature you trusted.

25

Compiled by Gavin Miller, June 2020



HOW TO USE ADOBE READER’S ELECTRONIC SIGNATURE TO DIGITALLY SIGN A DOCUMENT

é At least one signature has problems.

Signatures 1

[:z]+ validate All

ROG

v!t Iglle'\t.1:Si!'le|ll:y'PeierPurlq:l:ilealer<P€:ﬂier.:L pkineater@

Go to Signature Field
Signature validity is unknown:

This revision of the document has not been altered Validate Signature

There have been subsequent changesto the document

View Signed Version
Signer's identity is unknown becaus 3 t been included in y ertifica

Signing time is from the clock on the signer's Show Signature Properties... I

> Signature Details

e 1. Right click on the signature.
e 2. Adrop-down menu will open.
e 3. Click on “Show Signature Properties...”.

Signature Properties

Signature validity is UNKNOWMN.,

Signing Time: 2020/06/12 14:20:25 +02'00'

Validity Summary

The revisicn of the docurnent that was covered by this signature has not been
altered; however, there have been subsequent changes to the document.

The certifier has specified that Form Fill-in, Signing and Commenting are
allowed for this document. Mo other changes are permitted.

The signer's identity is unknown because it has not been included in your list of
trusted certificates and none of its parent certificates are trusted certificates.

Signing time is from the clock on the signer's computer.

Signature was validated as of the signing time:
2020/06,/12 14:20:25 +02'00'

Signer Info

Path validation checks were successful.

Revocation checking was not performed.

Show Signer's Certificate...

Advanced Properties... Validate Signature Close

e The “Signature Properties” dialogue box will open.
e Click on the “Show Signer’s Certificate...” button.
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Certificate Viewer X

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry. Multiple issuance chains are being displayed because none of the chains were issued by a
trust anchor.

Show all certification paths found

Summary Details Revocation Policies Legal Notice

l_L umpkineater

Peter Pumpkineater

DsSD

Valid from:  2020/06/12 09:37:04 +02'00'

Valid to:  2025/06/12 09:37:04 +02'00'

Intended usage:  |Digital Signature, Encrypt Document, Key Agreement

Export...

< >

@ This is a self-signed certificate, The selected certificate path is valid.

The path validation checks were done as of the signing time:

2020/06/12 14:20:25 +02'00'

0K

e C(Click on the “Trust” tab.

Certificate Viewer X

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry. Multiple issuance chains are being displayed because none of the chains were issued by a
trust anchor.

Show all certification paths found

Peter Pumpkineater <Peaterl|  Summary Details Revocation Trust  Policies Legal Notice

This certificate is not trusted.

Trust Settings

3 Sign documents or data
#  Certify documents

#  Execute dynamic conten| is embedded in a certified
document

#  Execute high privilege Ja pts that are embedded in a
certified document

3 Perform privileged sy: tions (networking,
printing, file access, etc.

Add to Trusted Certificates...

< >

@ This is a self-signed certificate. The selected certificate path is valid.

The path validation checks were done as of the signing time:
2020/06/12 14:20:25 +02'00"

oK

e Click on the “Add to Trusted Certificates...” button.
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Acrobat Security >

If you change the trust settings, you will need to revalidate any signatures to see the

__I'_i change.

Trusting certificates directly fro
want to do this?

ccument is usually unwise, Are you sure you

e Click on the “OK” button.

Certificate Details
Subject:  Train The-trainer <Train. The-trainer@westerncape.gov.za>
Issuer:  Train The-trainer <Train.The-trainer@westerncape.gov.za>

Usage: Digital Signature, Encrypt Document, Key Agreement

Expiration: 2025/06/30 16:06:54

Trust

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust ancher in order for signature validation to succeed. Revocation
checking is not perfformed on or above a trust anchoer,

Usze this certificate as a trusted root

If signature validation succeeds, trust this

Signed documents or data

Certified documents

] Dynamic content
[]Embedded high privilege JavaScript

0 Privileged system operations (networking, printing, file access,
etc.)

Help oK Cancel

e 1. Ensure that both the selection boxes are ticked.
e 2.Click on the “OK” button.
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Certificate Viewe ) Xl

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry. Multiple issuance chains are being displayed because none of the chains were issued by a
| trust anchor.

Show all certification paths found

Gavin Miller <gavinmiller@w|  Summary Details Revocation Trust  Policies Legal Notice

This certificate is not trusted.

Trust Settings

3  Sign documents or data
¥ Certify documents

3  Bxecute dynamic content that is embedded in a certified
document

3 Execute high privilege JavaScripts that are embedded in a
certified decument

3 Perform privileged system operations (networking,
printing, file access, etc.)

Add to Trusted Certificates...

< >

@ This is a self-signed certificate. The selected certificate path is valid.

The path validation checks were dene as of the signing time:
2020/07/01 06:48:19 +02'00

oK

e C(Click on the “OK” button again.

Signature Properties *

L Signature validity is UNKNOWN.
- Signing Time: 2020/07/01 06:48:19 +02'00"
Validity Summary

The document has not been modified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Cormmenting are
allowed for this document. Mo other changes are permitted.

The signer's identity is unknown because it has not been included in your list of
trusted certificates and none of its parent certificates are trusted certificates.

Signing time is from the clock on the signer's computer.

Signature was validated as of the signing time:
2020/07/01 06:48:19 +02'00"

Signer Info
Path validation checks were successful.

Revocation checking was not performed.

Show Signer's Certific

Advanced Properties... Validate Signature Close

e C(Click on the “Validate Signature” button.
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Signature Properties X

Signature is VALID, signed by The Trainer < The. Trainer@westerncape.gov.za>,

AE Signing Time: 2020/06/30 16:42:27 +02'00"

Validity Summary
The document has not been modified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Commenting are
allowed for this document. Mo other changes are permitted.

The document is signed by the current user,
Signing time is from the clock on the signer's computer,
Signature was validated as of the signing time:

2020/06/30 16:42:27 +02'00"

Signer Info

Path validation checks were successful, 2

Revocation checking is not performed for Certificates that you have dire
trusted.

Show Signer's Certificate...

Advanced Properties.., Validate Signature Close

o 1. The signature is now valid.
e 2. Click on the “Close” button.

= APPLICATION FOR LEAVE OF ABSEMCE - Adobe Acrobat Reader DC
File Edit View Window Help

Home Tools APPLICATION FOR ... x
8 = Q R ®O® s
é& Signed and all signatures are valid. — 1

@ Signatures »
@ [=]+ Valida

Q; b % Rew. 1: Signed by Train The-trainer <Train.The-trainer@westerncape.gov.za>

e 1. The indicator in the left corner will now indicate that the signature is valid.

e 2. The signature just validated will have a green tick as indicated, showing that it is a valid
signature.

The validation process is usually a once off process. If the same person signs a document on the
same computer, your computer will recognise it as valid. If the same person uses a different
computer, you will have to validate the signature again. Signatures remain valid for the validity
period.
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