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STANDARD OPERATING PROCEDURE FOR THE TERMINATION OF USER ACCOUNT ACCESS ON THE ACTIVE
DIRECTORY

INTRODUCTION

The Cel does not have access to the termination or appointment of staff, external contractors, consultants, interns or
anyone authorized to use the systems and IT services of the WCG at Departmental level, means that it must rely on
official instruction by Departments to activate and terminate user account access. User accounts or access that are
not used for extended periods may be used to effect unauthorized changes to IT systems and/or the information it
contains which would negatively impact the integrity of the data in the various information systems. Owing to this,
user account access termination on Active Directory {AD) is thus essential to ensure the reliability of the systems and
the protection of information relating to user access management, program change control and IT service continuity.
To mitigate this situation, it is imperative that a process be implemented that will allow the Cel to ensure the efficient
and timely termination of user account access on the AD, of staff who have left the employ of the Department, To this
end, the Department has developed the standard operating procedure for the termination of user account access on
the AD attached as Appendix A.
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